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Network Coding Assisted Secure Transmission in
Full-Duplex Relay Networks

Hongliang He , Shanxiang Lyu , Qinghao He ,
and Dongyang Xu

Abstract—Secure transmission in full-duplex relay networks is consid-
ered in this paper. To ensure security, we propose a network coding assisted
relaying scheme, where all the messages are encoded by the transmitter and
the full-duplex relay respectively. Specifically, the encoding at the transmit-
ter makes sure that all the coded messages are required to decode a private
message. Consequently, security is achieved if the eavesdropper loses one or
more coded messages. The encoding at the relay is operated by introducing
a public auxiliary message, which changes the eavesdropper’s decoding
method from combining-before-decoding to combining-after-decoding, and
thus decreases the eavesdropper’s signal-noise-ratio (SNR) obviously. In-
tercept probability is used to measure the security, and results show that
the proposed scheme can significantly improve the security performance of
full-duplex relay networks.

Index Terms—Full-duplex, physical-layer security, network coding.

I. INTRODUCTION

With the rapid development of wireless communication techniques,
using wireless media for information interaction has become ubiqui-
tous. However, due to the openness of wireless channels, data trans-
mission is vulnerable to eavesdropping by illegitimate eavesdroppers.
This brings security challenges especially when the data are private or
confidential. To ensure the secure delivery of information, a promising
method called physical-layer security has been extensively studied
recently, which exploits the inherent randomness of wireless channels,
such as fading, noise, and interference, and achieves keyless secu-
rity [1]–[3]. The study of physical-layer security was originated with
Shannon, who showed that perfect secrecy can be achieved if the key is
as long as the confidential message. Subsequently, Wyner demonstrated
that if the legitimate channel is better than the eavesdropper’s channel,
security can be achieved without using the key. Based on this result,
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substantial work has been conducted to achieve the physical-layer secu-
rity, such as multiple antenna techniques, cooperative communications
techniques, and jamming techniques.

Full-duplex (FD) relaying is an attractive cooperative communica-
tion method since it enables simultaneous transmitting and receiving on
the same frequency. Recently, people have begun to study its potential
to improve security. In [4], the authors obtained the upper bound of
the eavesdropping capacity when the relay exploits FD mode, and
analyzed the secrecy outage probability. For the scenario with multiple
full-duplex relays and multiple users, authors in [5] investigated the
relay selection problem to maximize the minimum secrecy rate in all
source-destination pairs. The security performance of the multi-antenna
full-duplex relay was discussed in [6], where the optimal beamforming
is employed to maximize the secrecy rate. In [7], full-duplex is com-
bined with jamming, and the authors demonstrated that secrecy rate can
be improved by appropriately allocating power to the jamming and the
private information. The application of full-duplex in cognitive radio
networks was discussed in [8], where secure primary transmission was
considered. The application of full-duplex in non-orthogonal multiple
access (NOMA) system was considered in [9], where the secrecy outage
probability was derived. In [10], the authors investigated the security
performance of a wireless-powered network when the relay exploits
full-duplex mode, and obtained the asymptotic average secrecy rates.

A common assumption in the work discussed above is that private
messages sent from the transmitter are independent. In this case,
the loss of a private message at the eavesdropper does not prevent
it from decoding other private messages. Another common feature
of the existing work is that they generally use secrecy capacity or
secrecy outage probability to measure security performance. Once the
legitimate channel is worse than the eavesdropper’s channel, security
cannot be achieved. Moreover, the eavesdropper in the existing work
can combine the received signals from both the transmitter and the
relay before decoding. This greatly enhances the decoding capabilities
of the eavesdropper. Our work is different from the existing work
because of the use of network coding. First, we use network coding
at the transmitter to relate the private messages in different slots, so
the loss of a coded message prevents the eavesdropper from decoding
any private messages. Second, we use intercept probability instead of
secrecy outage probability. Thus, even the legitimate channel is worse
than the eavesdropper’s channel, security still can be achieved. Third,
the network coding used at the relay prevents the eavesdropper from
combining the received signals before decoding. Thus, the eavesdropper
can only combine the signals after decoding, which obviously decreases
the eavesdropper’s SNR.

Network coding is generally exploited to improve the throughput
of networks, but it recently showed its potential to improve security.
In [12], the authors exploited the fountain code to improve security.
They showed that if the legitimate destination can decode the private
file before the eavesdropper, security can be achieved. Subsequently, the
fountain code was extended to the scenario that the channel coefficients
in different slots are not independent [14]. Different from the work
in [12] and [14] that consider direct transmission, authors in [15] jointed
the network coding and the relay selection to improve the security in
the cooperative communication. However, the eavesdropper in their
work can only overhear the information from the relays, which is
relatively weak. In order to improve both the security and the reliability,
network coding is recently combined with automatic-repeat-request
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Fig. 1. System Model.

(ARQ) scheme [13]. Although all these works have shown the effec-
tiveness of network coding in improving security, all of them use the
half-duplex technique. To the best of our knowledge, this paper is the
first work to investigate the security performance of the network coding
in full-duplex relay networks.

The remainder of this paper is organized as follows. Section II
provides the system model and the capacity of the eavesdropper’s
channel when network coding is not used. Section III analyzes the
security performance when network coding is used at the transmitter and
the relay. Simulation results and conclusions are provided in Sections IV
and V.

II. SYSTEM MODEL AND COMBINING-BEFORE-DECODING

AT THE EAVESDROPPER

A. System Model

We consider a full-duplex relay network, as shown in Fig. 1, which
consists of a source, noted as Alice, a legitimate destination, noted
as Bob, and a full-duplex relay. The source Alice intends to transmit
private information to the destination Bob via the full-duplex relay,
but the information is overheard by a passive eavesdropper, noted as
Eve. The relay exploits decoding-and-forward (DF) protocol and is
equipped with two antennas, i.e., one transmitting antenna and one
receiving antenna, but other nodes have only one antenna. There is
no direct communication link between Alice and Bob because of the
long distance and high attenuation of signals, but the eavesdropper can
intercept the information from both the source and the relay.

Over slot t, the source transmits signal x[t] and the relay forwards
z[t]. The received signal at the relay is

yr[t] =
√
pahar[t]x[t] +

√
prhrr[t]z[t] + nr[t]. (1)

Here, the signals x[t] and z[t] are with unit power. The transmit power
at Alice is pa, and the transmit power at the relay is pr . Notation har[t]
denotes the channel coefficient from Alice to the relay over slot t,
which is modeled as a circularly symmetric complex Gaussian variable
with zero mean and variance σ2

ar , noted as har[t] ∼ CN (0, σ2
ar).

Notation hrr[t] denotes the residual self-interference channel of the
full-duplex relay over slot t, which also be considered as a complex
Gaussian variable with zero mean and variance σ2

rr (See [16] and the
references therein). Notation nr[t] ∼ CN (0, 1) denotes the additive
white complex Gaussian noise (AWGN) at the relay over slot t. The
received signal at Bob is

yb[t] =
√
prhrb[t]z[t] + nb[t], (2)

wherehrb ∼ CN (0, σ2
rb) denotes the channel coefficient from the relay

to Bob, and nb[t] ∼ CN (0, 1) is the complex AWGN at Bob. The

received signal at the eavesdropper is

ye[t] =
√
pahae[t]x[t] +

√
prhre[t]z[t] + ne[t], (3)

where hae ∼ CN (0, σ2
ae) denotes the channel coefficient from the

source to Eve, hre ∼ CN (0, σ2
re) denotes the channel coefficient from

the relay to Eve, and ne[t] ∼ CN (0, 1) is the complex AWGN at
Eve. We assume that the channel coefficients har[t], hrb[t], and hrr[t]
remain unchanged over one slot but are independently identically dis-
tribution (i.i.d.) in different slots. However, the eavesdropper’s channel
coefficients, hae[t] and hre[t], remain unchanged in multiple slots
because of the less mobility of the eavesdropper.

Throughout this paper, we denote Γae[t] = pa|hae[t]|2, Γre[t] =
pr|hre[t]|2, Γar[t] = pa|har[t]|2, Γrb[t] = pr|hrb[t]|2, and Γrr[t] =
pr|hrr[t]|2. The random variable Γmn[t] is exponentially distributed
with mean λmn = 1/(pmσ2

mn), so its probability density function
(p.d.f.) is

f(x) = λmne
−λmnx, x > 0. (4)

B. Combining-Before-Decoding at the Eavesdropper

We now consider the eavesdropper’s capacity to decode the message
x[t] when the network coding is not used at the relay, and obtain the
upper bound of the eavesdropper’s capacity.

First, it is worth noting that due to the power limitation and the
processing delay at the full-duplex relay, the relationship between z[t]
and x[t] is

z[t] = x[t− τ ], (5)

where τ is an integer multiple of the time slot representing the pro-
cessing delay at the relay to make sure that the signal transmitted at
the relay is uncorrelated from the simultaneously received signal. In
this paper, we assume one slot, i.e., τ = 1 slot, is long enough to meet
this requirement, so the relationship between z[t] and x[t] is further
expressed as

z[t] = x[t− 1], (6)

and the eavesdropper’s received signal can be further expressed as

ye[t] =
√
pahae[t]x[t] +

√
prhre[t]x[t− 1] + ne[t]. (7)

Consider that Alice transmits L successive codewords, i.e., x =
(x[1], . . . , x[L])T. The eavesdropper’s channels keep constant in the
transmission of these L codewords. Based on (7), the eavesdropper can
combine the signals from Alice and the relay to form a vector:

ye = Hex+ ne, (8)

where ye = (ye[1], . . . , ye[L+ 1])T, ne = (ne[1], . . . , ne[L+ 1])T,
and He is the equivalent matrix of the eavesdropping channels, which
is a (L+ 1)× L matrix given by

He =
√
pahae

[
IL
01×L

]
+

√
prhre

[
01×L

IL

]
, (9)

with 01×L denoting 1 × L zero vector and IL denoting L× L unit
matrix. Because Eve combinesx before decoding it, we call this method
as combining-before-decoding.

From (8), we can see that the capacity of the eavesdropper’s channel
is equivalent to the capacity of a multiple-input and multiple-output
(MIMO) channel, which is expressed as

CE =
1
L
log2 det{IL +H†

eHe}. (10)
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Based on the result given in [4], we can obtain the upper bound of
CE in (10) as CUB

E = log2(1 + Γae + Γre). For the convenience of
analysis, we assume the eavesdropper’s capacity is equal to its upper
bound, i.e.,

CE = log2(1 + Γae + Γre). (11)

From (11), we can find that the use of combining-before-decoding
makes the SNR at the eavesdropper close to the result using maximal-
ratio combining (MRC), which improves the eavesdropper’s SNR sig-
nificantly [4]. To prevent this situation from happening, we use network
coding, which is discussed in the following section.

III. APPLICATION OF THE NETWORK CODING

In this section, we discuss the specific encoding and decoding method
at Alice and the relay. Intercept probability is used to measure the
security performance of the proposed scheme, and we analyze it in
theory.

A. Encoding at Alice

First, we discuss the network coding method used by Alice. Assume
Alice intends to transmit L− 1 private messages to the legitimate
destination Bob, noted as s[1], s[2], . . . , s[L− 1]. When L is even, the
encoding method used by Alice is given by

x[1] = s[0]⊕ s[1],

x[2] = s[0]⊕ s[2],

...

x[L− 1] = s[0]⊕ s[L− 1],

x[L] = s[1]⊕ s[2]⊕ · · · ⊕ s[L− 1], (12)

where ⊕ denotes the XOR operation. When L is odd, the encoding
method used by Alice is given by

x[1] = s[0]⊕ s[1],

x[2] = s[0]⊕ s[2],

...

x[L− 1] = s[0]⊕ s[L− 1],

x[L] = s[0]⊕ s[1]⊕ s[2]⊕ · · · ⊕ s[L− 1]. (13)

Here, s[0] is a helper message, which does not contain private infor-
mation but to assist the secure transmission. Observing the encoding
method at Alice, we can find that when t = 1, 2, . . . , L− 1, the encod-
ing is x[t] = s[0]⊕ s[t]; when t = L, the encoding is x[L] = s[1]⊕
· · · ⊕ s[L− 1] for even L and x[L] = s[0]⊕ s[1]⊕ · · · ⊕ s[L− 1] for
odd L.

Although the encoding methods are different when L is odd and
even, their decoding methods are the same, which is

s[t] = x[1]⊕ x[2]⊕ · · · ⊕ x[L]⊕ x[t]

= x[1]⊕ · · · ⊕ x[t− 1]⊕ x[t+ 1]⊕ · · · ⊕ x[L], (14)

where t = 1, 2, . . . , L− 1. From (14), we can see that the decoding
of s[t] requires L− 1 coded messages, i.e., x[1], x[2], . . . , x[L] ex-
cept x[t]. The loss of any coded messages in {x[1], x[2], . . . , x[t−
1], x[t+ 1], . . . , x[L]} will prevent the eavesdropper from decoding
all the private messages, i.e., s[t] with i = 1, 2, . . . , L− 1. In this
case, the security of s[t] is related to all the coded messages in
{x[1], x[2], . . . , x[t− 1], x[t+ 1], . . . , x[L]}.

B. Encoding at the Relay

We now consider the network coding method at the relay. It is
given by

z[t] = r[0]⊕ x[t− 1], (15)

where t = 1, 2, . . . , L, and r[0] is a public message known by Bob and
Eve. Note that the selection of r[0] should satisfy r[0]⊕ x[t− 1] �=
x[t− 1]. In this case, the received signal at the eavesdropper is no longer
the same as (7). In fact, it is the same as (3) but z[t] �= x[t− 1]. Due to
the existence of z[t] �= x[t− 1], Eve cannot use the signal processing
method given in (8) any more, so the received signal in (3) is similar to
the output of intersymbol interference (ISI) channel, i.e., x[t] and z[t]
interference each other.

As discussed before, the eavesdropper can receive each signal twice,
one is from Alice and the other is from the relay. Then he/she can
combine both of them to decode the information. Using the coding
scheme in (15), we can find that if the eavesdropper intends to combine
x[t− 1] from Alice and the relay, he/she has to decode z[t] first, which
means that the combining-before-decoding method used in (8) cannot
be employed anymore.

C. Capacity of the Eavesdropper’s Channel

Observing (3), we find that the eavesdropper has two ways to
decode a coded message x[t− 1]. The first way is to view z[t− 1]
as interference and decode x[t− 1] directly. Note that x[t− 1] in
this case is from Alice. The second way is to decode x[t− 1] based
on z[t] = r[0]⊕ x[t− 1]. In this case, z[t] = r[0]⊕ x[t− 1] is from
the relay, and x[t] is viewed as interference. For the first way, the
signal-to-interference-plus-noise-ratio (SINR) at Eve is

γe1 =
Γae

Γre + 1
. (16)

For the second way, the SINR at Eve is

γe2 =
Γre

Γae + 1
. (17)

The eavesdropper can use combining-after-decoding scheme to select
the best way in (16) and (17) to decode x[t− 1]. In this case, we can
obtain the SINR at the eavesdropper to decode x[t− 1] as

γe = max(γe1, γe2). (18)

Comparing max(γe1, γe2) in the combining-after-decoding scheme
withΓae + Γre in the combining-before-decoding scheme, we find that
the SINR in the combining-after-decoding scheme is obviously less than
that in the combining-before-decoding scheme, i.e., max(γe1, γe2) <
Γae + Γre. In this respect, the network coding method used at the relay
decreases the capacity of the eavesdropper’s channel, which is given by

Ce = log2 (1 +max(γe1, γe2)) . (19)

D. Capacity of the Legitimate Channel

Based on the received signals given in (1) and (2), the capacity of
the legitimate channel to decode z[t] is obtained as

Cb = log2

(
1 +min

{
Γar[t]

Γrr[t] + 1
,Γrb[t]

})
. (20)

This indicates that the capacity of the legitimate channel depends on
the weak link in the Alice-Relay link and the Relay-Bob link. Since
z[t] = r[0]⊕ x[t− 1] holds, the capacity of the legitimate channel to

Authorized licensed use limited to: Jinan University. Downloaded on April 15,2021 at 11:11:12 UTC from IEEE Xplore.  Restrictions apply. 



IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 69, NO. 8, AUGUST 2020 9199

decode x[t− 1] is the same as that to decode z[t]. For presentation
convenience, we define

γb = min

{
Γar[t]

Γrr[t] + 1
,Γrb[t]

}
(21)

E. Intercept Probability

We use intercept probability to measure the security performance of
the proposed scheme. The intercept probability is defined as the prob-
ability that the eavesdropper decodes the message successfully [12],
[17], [18]. If the transmission rate is R0 = Cb, the intercept probability
of x[t− 1] is

Pint,x = Pr(R0 ≤ Ce)

= Pr(γb ≤ γe)

= Pr

(
min

{
Γar[t]

Γrr[t] + 1
,Γrb[t]

}
≤ max(γe1, γe2)

)
.

(22)

Since Γmn[t] is i.i.d. in different slots, we suppress the index t for ease
of presentation.

Defining X = Γar/(Γrr + 1), we can obtain its c.d.f. as

FX(x) =

∫ ∞

0
FΓar (x(y + 1)) fΓrr (y)dy

= 1 − e−λarx

1 + λar
λrr

x
. (23)

Based on (23), we can obtain the c.d.f of γb = min{Γar/(Γrr +
1),Γrb} as

Fγb
(x) = FX(x) + FΓrb

(x)− FX(x)FΓrb
(x)

= 1 − e−(λar+λrb)x

1 + λar
λrr

x
, (24)

and the p.d.f. of γb as

fγb
(x) =

(
λar + λrb − λar

λrr

)
e−(λar+λrb)x(

1 + λar
λrr

x
)2 . (25)

Similarly, we can obtain the c.d.f. of γe = max(γe1, γe2) as

Fγe(y) =

(
1 − e−λaey

1 + λae
λre

y

)(
1 − e−λrey

1 + λre
λae

y

)
. (26)

Based on (24), (25), and (26), we can obtain the intercept probability
of x[t− 1] as

Pint,x = Pr(γb ≤ γe)

=

∫ ∞

0

∫ y

0
fγb

(x)fγe(y)dxdy

=

∫ ∞

0
fγe(y)

∫ y

0
fγb

(x)dxdy

= 1 −
∫ ∞

0
Fγe(y)fγb

(y)dy. (27)

Substituting (25) and (26) into (27), we can obtain the final result of
the intercept probability of x[t− 1]. Unfortunately, the result does not
have closed-form expression.

Fig. 2. Intercept probability of s[t] vs. the number of coded messages, L.

Recall that the decoding of s[t] requires L− 1 coded messages, i.e.,
x[1], . . . , x[t− 1], x[t+ 1], . . . , x[L], so the intercept probability of
s[t] is obtained as

Pint,s = (Pint,x)
L−1

=

(
1 −

∫ ∞

0
Fγe(y)fγb

(y)dy

)L−1

. (28)

IV. SIMULATION RESULTS

In this section, we provide simulation results to show the security
performance of the proposed scheme.

Fig. 2 exhibits the intercept probability of s[t] changing with the
number of coded messages, L. The simulation parameters are given as
follows:pa = pr = 1,σ2

ar = 2,σ2
rb = 2,σ2

ae = 1,σ2
re = 2, andσ2

rr =
0.1. There are five cases shown in Fig. 2. The first case is that both Alice
and the relay use network coding (NC); the second case is that only Alice
uses network coding (shown in (12) and (13)) but the relay does not
use [13]; the third case is that Alice does not use network coding but the
relay uses (shown in (15)); the fourth case is that both Alice and the relay
do not use network coding; the fifth case is the cooperative jamming
scheme proposed in [4]. It can be seen that the proposed scheme, i.e., the
first case, achieves the best security performance. In the second case,
Alice uses the method given in (12) and (13), but the relay forwards
x[t− 1] rather thanx[t− 1]⊕ r[0]. The third case is that Alice does not
use network coding but the relay operates z[t] = x[t− 1]⊕ r[0]. We
can see that the second case is related to the number of coded messages,
but the third case is not. Thus, when L is small, the third case is better
than the second case, but with the increase of L, the second case gets
better than the third case. In addition, it can be seen that the cooperative
jamming scheme does not have an advantage.

Fig. 3 shows the effect of σ2
re and σ2

ae on the security performance of
the proposed scheme. The parameters are given as follows: pa=pr=1,
σ2
ar = 0dB, σ2

rb = 0dB, σ2
ae = σ2

re − 0.5, σ2
rr = 0.1, and L = 30. It

can be seen that the security performance decreases obviously when
σ2
re and σ2

ae increase. The intercept probability of the second, the third,
the fourth, and the fifth case tend to one, but the intercept probability
in the first case exists an upper bound. This indicates that the network
coding scheme used at the relay restricts the eavesdropper’s ability to
decode the private information when both σ2

ae and σ2
re are large.
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Fig. 3. Intercept probability of s[t] vs. the average value of the eavesdropper’s
channels, i.e., σ2

re and σ2
ae = σ2

re − 0.5.

V. CONCLUSION

In this paper, we consider the secure transmission in full-duplex
relay networks. The transmitter and the relay jointly design network
coding, so that the eavesdropper cannot decode any private messages
if it loses one or more than one coded messages. Especially, the
network coding used at the relay prevents the eavesdropper from using
the combining-before-decoding scheme, which weakens the capacity
of the eavesdropper’s channel. The intercept probability is employed
to measure the security performance of the proposed scheme, which
decreases exponentially with the increase of the number of coded
messages.
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